KunOepOy/utHHI: KaK He 1ONMYCTUTH NPO0JIeM U3-32 TPABJIM B HHTEpPHeETE

[To maraeiM BO3 2015-ro roga ot kubepOyuIMHTa MOCTPAAAIO CTOJBKO TOJIPOCTKOB B BO3PACTE
11 ner ot obuiero konuuectsa: LlBeuns 2%, @panus 3.2%, I'epmanus 4%. B Poccun 310 KOITHM4eCTBO
cocTaBigeT Henbix 19%. [loueMy Tak MHOTO J€Tel CTpaatoT B BCEMUPHOW CETH M YTO C 3TUM JI€JIaTh?

Yro Takoe OyJJIMHT

ByaJIMHI — IpOsBICHUE MICUXOIOTUYECKOr0 HACKIINS, HAIPABJICHHOE HA TO, YTOOBI CO3HATEIbHO
JOCTaBUTh YEJOBEKY JAUCKOM(OPT U CTpajiaHusl, BbI3BaTh Y HETO CTPax M HOJYHUHUTH C €r0 MOMOUIbIO
cebe. Takoe HacHIIME HOCUT JUTMTEIBHBIN U CHCTEMAaTHYECKU XapakTep, U B ciydae gereld ot 7 1o 18
JIET, OCYILECTBIIAETCS B a[IpeC JIMYHOCTEN, 10 MPUUMHE BO3PACTA U HE3PEIOCTU HECTIOCOOHBIX 3ALUTUTh
ceosl.

KubepOymauHT MOXET OTIMYaThCA OT OOBIYHOTO OYJUTMHTa aHOHMMHOCTHIO. Kak MOKa3bIBarOT
HCcCce0BaHMs, “KuOep-KepPTBLI” B OOJBITMHCTBE ClIydaeB He 3HaIoT, KTo arpeccop (Kowalski, Limber,
2007).

KpomMe aHOHMMHOCTH, OCHOBHBIE 0COOCHHOCTH KUOEpOyIUIMHTA:

e TpaBns MoOXeT MThCs 24 dYaca B CYTKHA, YTO BO3MOXHO OJlarojapsi IOCTOSHHON
MOJIKJIIOYEHHOCTH JIeTeH K COLICETSIM U 3JIEKTPOHHBIM HOCUTEIISIM;

e IPUUMHOMN MOXKET CTaTh JII00OM MOBOJI, JOCTATOYHO YEM-TO BBIACIATHCS;

e peOCHOK YacTO CKPBIBAET (h)aKT TPABIIHU MO Pa3HBIM MPUYUHAM: CTECHSACTCS, HE MOXET MEPEHECTH
1I0Ka, MO/ BIMSIHUEM MPOTHUBOPEUUBBIX SMOLUH, IPU TOM, YTO HUHTEHCUBHO X UCHBITHIBAECT. XOTS HAM
KaXXeTCsl, YTO MBI, POIUTEIH, PSAAOM, peOCHOK Kak OyaTO MOXET MOJYyYUTh ITOMOIIb — U HE MOJy4aeT ee;

e arpeccopoM  MOTYT  BBICTYIUTh Kak  3HaKOMble, TaK U  HE3HAaKOMbIE  JIIOJU.
[Io norumke  mCHUXOJOTOB-HCCileqoBaTeneld, OE3HAKa3aHHOCTb W YacTO  HEBO3MOXHOCTb
JI€aHOHUMU3HUPOBATh HAMa/1a0IEro MO3BOJISIET arpeccopy YyBCTBOBAThH ce0sl MEHEE YSA3BUMBIMU U MEHEE
orBeTcTBeHHBIMU (Joinson, 1998 Keith, Martin 2005);

e KHOCPOYJUTMHT TTPOMCXOAUT BHE HE3aBUCHMO OT TOTO, rje (PU3MUecKH HaxOAHUTCs PeOCHOK. Y
KepTB o(duaitH-Oy/UIMHTa B IIKOJIE MOXET OBITh MOAJACPKKA OT YUHUTENEH, B TO BpeMs KaK >KEPTBBI
OyJTMHTa B BUPTYaJIbHOM Cpelie UMEIOT ee JaIeKo He BCer/a.

KaxkoBbl mocneacTeus kubepOymaunra B 21-m Beke?

MocaencrBusi knOepOyJMHra O4YeHb PA3HATCH M CTeNeHb MX CePbe3HOCTH 3HAYMTEIbLHO
otrin4aercsa. KudoepOyiMHT MOKeT NPUBECTH K:

e POCTY YpOBHS TPEBOTH

e CTpeccy

e HAPYIICHUIO CHA

e TICHXOCOMAaTHYECKHUM PacCTPOUCTBAM

e CHIDKCHHIO aKaJIeMUUYECKOM yCIIeBa€MOCTH U IIPOryJiam
e CHIDKCHHIO CAaMOOIICHKH

e JICTIPECCHH.

Hemobposkenarenu y Kaxaoro 4eJioBeKa €CTh U B OOBIYHOM KU3HH, HO KOT/Ia Bally KU3Hb MOTYT
HaOmromaTek 5-10 yeaoBeK, U KOrma BBl KKIBIM J€Hb HAXOOUTECH 110X HAOII0AeHHEM U BiIUsHUEM OT 10



1o 1000 (B coucetsix) u 6onee 10 000 mroneit (B 6orax, B 3aBUCUMOCTH OT KOJIMYECTBA TIOIITUCYHKOB),
JaBJIEHUE CUIIHHO pacTeT. He Kaxaplii MOXKET BhIIEpkKaTh HHOOPMAITMOHHBIA HETaTUBHBIN TTOTOK B CBOM
aapec. biorepsl mocnegHUX JIeT MPaAKTUYECKH BCE MPOIINA YEPE3 HACTOSIIYIO HHTEPHET-TPABIIO.

HeraruBnble KOMMCHTAapHHU I10 IMOBOAY JIMIIHETO BECa MOXET 3aCTaBUTh IOHOI'O IIOJAPOCTKaA
CTpaaaThb OT IMUIICBBIX paCCTpOﬁCTB. OI[I/IH KOMMGHTapI/Iﬁ I10 MMOBOAY €T0 OPUCHTAIIUU MOKCT BCIO )KU3Hb
3aCTaBIISITh CTECHSITRLCS €r0 CBOCH OpHUCHTAlIHH, BEAb YallC HCIIPHUATHBLIC SOMOIUU JOCTABJIAKOT HE TOJIBKO
" CTOJIBKO KOJIMYCCTBO KOMMCHTAPHUCB, CKOJILKO HUX MOMNAaJaHUC B LICJIb. PerHHpHBIG KOMMCHTApHUH 110
IMOBOAY €ro HUKYCMHOCTH HUJIM HCHY>KHOCTH MOXKET AK€ ITPUBCCTH K ITOIBITKC HABPECAUTH cebe.

Kak He crarTp xepTBOi?

Ecth cMbIc ipoBecTu Oeceny ¢ peOCHKOM, B KOTOPOUM CTOHT €ro MpeaylnpeanTh, YTOOBI Kaxa0e
€ro CIIOBO B MHTEpHETE OBLJIO B3BEHICHHBIM. BO-TIEPBBIX, 3TO TOMOXKET €My MPEIOTBPATHTH CIIOBECHBIC
HamaJKu, BO-BTOPBIX — HE CTaTh arpeccopoM camomMy. Kpome Toro, 3T0 MOXKET CTaTh JAOMOJIHUTEIHHON
NPUYMHON TMpoOJieM, a WX MacmTad MOXKET YBEJIWYHTHCS JIO B3JIOMAaHHBIX IIOYT, AKKAayHTOB,
BBIKJIQ/IBIBAHUS B CETh TEJICPOHOB C MPU3BIBAMU NTO3BOHUTH U JTHYHBIX (OoTOrpaduil.

Taxoxe pebeHKy He0OX0IMMO OOBSCHUTD, UTO JIEJIO HE B HEM, a B caMOH crienu(puKe yCTponcTBa
BUPTYyalIbHOU cpefibl. 1 0COOEHHO HYKHO IPeaynpeuTh ero 0 KUOepOyIMHIe, €CIH Balll ChIH WM J0Yb
— 6norep. He BaxkHo, ckoibko y Hero noanucuukoB — 10 umu 1 000 000, BaXkHO mpexynpenuTh, 4TO OT
3TUX 10 OH MOXXET MOJYyYUTh HENPOUICHHbIE 3aMEYaHUs M HUX KOJMYECTBO MPSMONPONOPLIUOHAIBHO
KOJINYECTBY BHUMAaHHs. A 3HAYUT, OyAyT MOSABIATHCS TPOJUIM (HACMENIHMKHM) M XEUTepbl (JIMYHbIE
HEHAaBUCTHUKH O0OBEKTa OOIIECHNS).

Oo0vacuume pedenKy, 4mo on ne 00un




JlaiiTe eMy MOHATH: BBI €ro He ocyauTe. Ml peGeHOK Bcera MoXKeT 00paTUTHCS K BaM 33 COBETOM,
NOJACP>KKOH, pHHsTHEM. JlaXke ecIi TaM MPOU30LLIO YTO-TO HEOJIArONpUCTONHOE, €CIIH MY CTBITHO U
HEIPUATHO O YEM-TO BCIIOMMHACT, €CJIM OH CUUTAET, YTO CaM HE IIPaB — IIyCThb IOAEIUTCS, U CUTYaLUsl
Ha4yHET pa3peraThCesl.

[Tocne nmoBepuWTENbHOW M TAKTUYHOM O€cenbl CMOXKETe 00aymMaTh MMEIOUTYIOCS HH(GOpPMAITHIO,
NpoYnUTaTh NAHHYIO CTATbIO, COMMOCTABUTHL PHCKH. W BMmecTe ¢ CHIHOM HIH A0YCPbIO NPHUHATH 06mee
peleHue.

Homnume — pebenok 6 3mo epems owiyuiaem ceds 00OUHOKUM, eMy CIMDAWHO, OH He 3Haem, KaK
ceoa eecmu.

Ero ncuxuka eme He chopMUpoBaHa U OH HE YMEET peuiaTh MpoOJIeMbl, KaK B3pOCIbI YeIOBEK,
MO3TOMY  JE€TH  ONM3KO  MPUHHMAIOT BCE K  CEpAlly, CTpajaloT, H  IEPEeKUBAIOT.

Craenyer OTMETHTb, YTO OT OYJJIMHra CTPANAlOT HE TOJBKO KEPTBBI, HO U CAMU WHUIMATOPHI TPABIH,
KOTOPBIE HCIBITBIBAIOT TPOOJEMBI C COIUAIBHOW aJanTalyeidl W TPOSBISIOT CKIOHHOCTh K
NPOTHUBONPABHOMY MOBEJICHHUIO (HACWIMIO, B T.4. C MOMOIIBIO OPYXHs, YHOTPEOJICHHUIO aJIKOTOJI,
napkotukos, u T.1.) (Hinduja, Patchin, 2008; Wang, Wang, 2010; Shelgiri, 2013; Hemphill, Koletski,
Tollit et all., 2012). Ecnu BbI y3Ha1M, 4TO Ball peOCHOK — MHUIMATOP TPABJIH, TOXXE PEabHO PEIIUThH
npo0JieMy OOIICHUEM C HUMHU WJIM OOpaIIeHHEeM K CIICITUATUCTY.

Kak 3amururbes oT kKubepOymura?

1. He swviknadvieams auunble dannbvle: anpeca, hororpadun, TenedoHsl, MOUTH U TeM Ooee -
napoJi oT oyt W JTUYHBIX KaOWHETOB.
CoBert. B nerctBe BIMsSHUE POIUTENEH €I TOCTATOYHO BEIMKO. Beerna MOKHO puayMaTh CMELIHYIO
1 BECEIIYIO apT'yMEHTAIUIO0, TIOYEMY CTOUT BBIKJIABIBATh (DOTO IEPCOHAKEN, MYITBTHKOB, TEPOEB UI'P KaK
CBOIO aBaTapKy. PebGeHka K ATOMYy MOOYIUTh MOKET DJIEMEHT WIPbhl U COPEBHOBAHMS, €CIM Takas
TEHJICHIIHSI €CTh CPeN CBEpCTHUKOB. [IycTh peOeHOK MOAyMaET, YTO ATO BECENast UTPa, UTO B UHTEPHETE
4acTo TaK “UrparoT’.

2. He obwamuvca ¢ Hesnaxkomyamu. Ilo naHHBIM e€XeroaHOro ompoca «JlabopaTopuu
Kacnepckoro», 70% nereii mpuHUMAIOT 3asBKU B “Ipy3bs’ OT HE3HAKOMBIX jozaed, Oonee 30%
BCTPEUYAIMCHh C HUMHU B OHJIAMHE. PacCckakuTe UM, 4EM 3TO MOKET IPO3UTh. UTO Takue B3pOCIIbIE MOTYT
Ka3aThCsl JOOpHIMHM, a Ha CaMOM JieJie BXOJUTh B JIOBEpHE C Leibio Tpabexka MX O0Ma, HACHIINA,
KUJHETIUHTA.

3. He svickasvigambcsa HecamusHo o Opyeux 6 supmyanvhol cpede. TOYHO Tak e, Kak 1aeTe UM
WHCTPYMEHTHI JUISl YCIIEITHON COIMATU3alliy B 00IIeCTBEe, O0OBSCHUTE UM IIpaBHiia IU(POBOTO ITUKETA.
OueHb BaKHO HAYYHUTh UX OOIIATHCA TaK, YTOOBI AETSIM HE OBLIO CTHIIHO HU 32 OJJHO HAallMCAaHHOE CIIOBO
WK TiepeiaHHbii (paiin. HayunTe yBaXkaTh MPUBAaTHOCTH IPYTUX JIIOJIEH, HE Pa3)KUTaTh U HE y4acTBOBATh
B KoH(pmHkTax. OOBSCHUTE, YTO MEepeaBaTh CTOUT TOJIBKO MPOBEPEHHYIO MH(GOPMAIIHIO, a O0IIATHCS U
BEpPUTH B PUOPUTETE BCeTIa codeceHUKY B o draiine.

4. HUenopuposamw acpeccuto u yeposvl. MOXKHO YUTH Ha HECKOJIBKO JHEH U3 OHJIaliHA, OTKIIOYUB
ceOs OT MCTOYHMKA HEraThBa W ceTel BooOmie. A Takke 100aBUB B YEPHBIA CIHCOK OOUTYMKOB H
OTKJIIOYMB KOMMEHTHUPOBAHUE B COLICETSX.

5.  Yumamwb npoceemumenvckue cmamui, a TAKXKE UCNOIb308AMb CREUUANbHbIE NPUTOHCEHUS 05
sawumul. Hanmpumep, Kaspersky Safe Kids mo3BonsieT NOHSTH, Kakue CAaWThl MPOCMATPUBAST BaIll
peOEHOK, HaCTPOUThH JOCTYN K O€30MacHbIM caiiTaM U OrPaHUYUTh BPEMSIPOBOKIECHUE B COICETIX U
calTax C arpeCCUBHOM CPEON.

A ecJin Bce-TaKHU CTaJ KepTBOii?



1. Coxpanums Ookazamenbcmea: nucbmda, CKpuHuiomol, ayouo. He 00sATBbCS OTCTauBaTh CBOE
JINYHOE ¥ SMOLIMOHAILHOE COCTOSIHUE.

2. Coobuumsb aOMUHUCMPAMOPAM COYUATILHOU CeMU UIU POPYMA 0 MACCOB0L mMpasie, 0COOEHHO,
eciu mpae/isi RPOUCX00UM 6 CREYUANIbHO CO30AHHOM NAadIuKe.

3. Coobuums pooumensim u KiacCHOMY PYKOSOOUMEIO.

4. Obpamumvscs Ha onaaun-1unul0o www.detonlaine.ru. TaMm MOXHO TIOJYYUTh TIOMOIIb U
JeTaTbHYI0 HHCTPYKIIUIO TI0 TTIOMOIIIH.

5. Obpamumucs 6 noruyuro. Hekotopeie BUABI KHOSPOYUTMHTA, HAPUMED T€, KOTOPHIE CBSI3aHBI C
YrpO30#i )KU3HU U 3I0POBBIO MPECICAYIOTCS 3aKOHOM.
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